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An Energy/Security Scalable Encryption
Processor Using an Embedded
Variable Voltage DC/DC Converter

James Goodman, Abram P. Dancy, and Anantha P. Chandrakasaber, IEEE

Abstract—Security concerns for battery-operated wireless sys-
tems require the development of energy-efficient data-encryption Book
techniques that can adapt to the time-varying data rates and — Y | store
quality-of-service requirements inherent in a wireless application.

This work describes the design and implementation of a con-
figurable encryption processor that allows the security provided Data: X name X credit card # X title )(quantity)(
to be traded off with respect to the energy that is dissipated to

encrypt a bit. The processor features an embedded high-efficiency  Security:
variable-output DC/DC converter that allows the supply voltage (desired)
to be dynamically varied to match the time-varying throughput

and quality requirements of the data stream being encrypted. The Energy:
resulting processor consumes 134 mW at 2.5 V when encrypting (fixed)
data at a rate of 1 Mb/s using a maximum bit width of 512 bits.

The converter efficiency is 96% at the peak load of 134 mW. Energy:
A comparison of our processor to a software implementation (scalable)
running on a low-power programmable processor shows that our
implementation is two to three orders of magnitude more energy Fig. 1. Energy/security scalability example.
efficient.

Index Terms—CMOS digital integrated circuits, cryptography, — angyre that users’ identities and data are not exposed to unau-
DC/DC conversion, low power, modular multiplication, reconfig-

urable architectures, variable power supply. thorized eav_esdrop_pers. While _there is a wealth of previous
work regarding various encryption algorithms, care must be
taken to select an algorithm that is best suited to the particular
. INTRODUCTION characteristics and demands of wireless systems. Previously,
MAJOR trend in computing hardware today is the dewe have discussed various design constraints that influenced
velopment of battery-operated wireless systems suchalgorithm selection and compared various data-encryption
cellular telephones and hand-held multimedia terminals (e.techniques [4]. We concluded that a scheme that encrypted a
InfoPad [1]). Unfortunately, wireless systems are notoriowiata stream byoring it with a pseudorandom key stream was
for their inherent lack of security against unauthorized u$est suited to low-power wireless applications under high bit
age and eavesdropping—a problem that is costing wirele&gor rates and limited bandwidth conditions. In this paper, we
service providers hundreds of millions of dollars per yeadlescribe the design and implementation of an energy-efficient
In the cellular-phone industry alone, the losses attributed data-encryption processor that generates the pseudorandom
fraud in 1997 were estimated by the Federal Communicatiosgquence required for such an encryption scheme.
Commission to be on the order of $400 million. We focus on two main design constraints for portable
To address these privacy and fraud concerns, wireless swireless operation. First, the use of a battery source implies
tems designers need to exploit various cryptographic tedhe need for an energy-efficient design methodology in order
niques such as authentication and encryption. Authenticatimnmaximize the battery lifetime. While encryption is often
is a mechanism by which users in a wireless system can veriifyplemented in software in current mobile systems, several
their identity and status as a valid system user to the wirelemslers of magnitude reduction in energy is possible by using
system provider and/or other users. A variety of protocols hasededicated hardware solution. The supply voltage must be
been developed for authentication in wireless networks (e.gptimized and computational structures must be constructed
[2] and [3]). Data encryption, on the other hand, is used to minimize the number of transitions required to implement
the given encryption function.
Manuscript received April 6, 1998; revised June 1, 1998. This work was The second major constraint is that wireless systems typi-
supported by the Defense Advanced Research Project Agency under Conteadly exhibit time-varying data rates and quality requirements.
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Width desired V) extracted and serialized to form a cryptographically secure

Throughput - LUT @ pseudorandom key-stream sequence [7]. This key stream has
Encryption Processor ¥ v the added property that given the initial seeg a user can
access any result of the sequence (e:g).,by performing the
Seed (xp) - QRG DC/DC dul y tiati a (e:g.by p g
(g = mod ) Converter modular exponentiation
Width > Residue V; V, PWM out
U1 DD AD ou ; _ _
1 } z; = 22 el DE"D mog N, )
Pscudo-random RPA; This indexing ability enables the QRG to recover from syn-
Sequence : : 1 LC filter it i i
¥ I externa chronization errors by allowing the algorithm to be reset to
Data Stream —>@>—> Encrypted Data Stream a known state. Hence, if several data bits are lost and the
pseudorandom key-stream sequence becomes misaligned with
Fig. 2. System architecture of the scalable encryption processor. the data stream, the user can wait for the next synchronization

marker and use it to reset itself. In addition, bits received after
gije error and before the next marker can be saved and then

retail transaction, certain pieces of information require a | ) ! .
b q ﬁ:crypted after the fact by generating the required portion of

of security (e.g., credit card information), while other portion
of the data stream may require less security (e.g., the ti . . . e
of the book ordered). For such systems, it is desirable ﬁ%r:rfn?r?i%un\:\)//h(;i;zer gfgigor:u%%eerr“i/se(;f;OTatrZ?rgﬂcr;JgﬁSIL-
design a reconfigurable processor where the level of secu 9 q

. : (i.e., determining quadratic residuosity). This problem has
and energy to encrypt a bit can be dynamically traded off een proven to be equivalent to that of factoring the modulus

a conventional system, the user can only decide Whetherj{;rint it nstituent prime factors and o 161, th m
not encryption is to be used; the amount will be determined 0 1ts constituent prime tactorp and ¢ [6], the same
oblem upon which the much more widely known RSA

by the maximum security requirement of any one piece ggorithm [8] is based. Factoring is known to be an NP-

e key stream using (2).

information being transmitted. As a result, the average ener? plete problem that requires massive amounts of time and
dissipation can be significantly higher than that in a scalab P P q

system. cpmputatjon. The amount of computation required to fa(;tor a
Fig. 2 shows the overall system architecture of the encr ven n-bit modulus b = [log ND depends on the factorlng
tion processor. The processor consists of two main function Igor!thm that is used. The running times of modern factoring
blocks: a variable-security encryption engine and an embe gorithms all have the same general form [9]

ded variable-output DC/DC converter. The encryption engine

utilizes an algorithm known as the quadratic residue generator
(QRG) to generate a cryptographically secure pseudorandom . . :
sequence that is serialized and thared with a serial data Wheréa and are algorithm-specific constants andis the

stream to form an encrypted data stream. The embeddk@it integer to be factored. _ _
DC/DC converter allows us to utilize variable power-supply YSiNg the best known algorithm for factoring large integers

techniques [5] in order to minimize the energy consumptidt'® general number field sieve [10]), it is estimated that it will

by dynamically optimizing the supply voltage as the securifFatire~3 x 10* MIPS-years to factor a 512-bit number.
requirements or data rate vary. The two blocks are coupled

through the use of an external lookup table (LUT) thatll. AN ENERGY/SECURITY SCALABLE QRG ARCHITECTURE
maps the security and throughput requirements into a digitalrpe security guarantees and strong pseudorandomness prop-
word representing the desired supply voltage of the procesggfies of the QRG come at the cost of the complexity of
assuming worst case operating conditions. The digital wofde modular squaring operation required during each iteration.
is then translated into the required supply voltage by th€ance, the performance of the QRG depends entirely on the

L(N, v, a + 0(1)) _ e(a—l—o(l))(ln N)”(Inln N)l_y (3)

high-efficiency DC/DC converter. ability to perform modular multiplication operations quickly
and efficiently.
Il. QUADRATIC RESIDUE GENERATOR There are two primary ways to perform modular multiplica-

The QRG is a stream cipher construction based on BIfRNS: sequentially and concurrently. In a sequential approach,
et al’s pseudorandom bit generator [6]. The QRG operat@8 ™ X n-bit multiplication is first performed, followed by a

by performing repeated modular squarings of an initial se36‘ x n-bit division, wheren is on the order of several hundred
value bits. Unfortunately, the sequential approach has numerous

inefficiencies, such as the fact that the intermediate result
Tiy1 =27 mod N (1) requires &n-bit register (more if a redundant representation
is used), and generating the intermediate result requires a
where the modulusV is the product of two distinct prime time-consuming2n-bit carry propagate addition (CPA). As a

valuesp and ¢ with the property thatp = ¢ = 3 mod4. result, the sequential approach leads to a slow and inefficient
The least significanlog log NV bits' of each result are then
2A MIPS-year is the number of computations performed by a 1-MIPS
LAll logarithms are to the base two unless otherwise specified. computer operating nonstop for one yea3(x 10'3 computations).
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shift a quotient estimat€’; that is used to modularly reduce the
Y X [® INPUTS: intermediate result by selectively adding/subtracting multiples
* N: n-bit bi dul .
N ) "X miigit reundantmattipicana  Of the modulusN to R; and forming the new resulp;.
TV Recoder f—tt] X Select * ¥: n-digit redundant multiplier This algorithm is particularly well suited for use in the QRG
O it redundant product as its inputs and outputs utilize compatible redundant number
(P=XYmod N} formats so that each result can be fed directly back into the
£ Sefector N e multiplier without requiring a time-consuming transformation.
2. for j = floor(w2) downto -1 do In addition, the algorithm maps well to an efficient bit-
* recode Y<2j+1:2/> into ¥; . . . :
“Rj= 4P+ XY, sliced implementation that reduces global interconnect by
SR, e taN - distributing control functions and memory locally within the
3P=Py4 bit slice. A by-product of using both a redundant representation

and a bit-sliced implementation is that the critical path of the
multiplier is independent of the multiplier’s width. Hence, only
the number of iterations performed needs to be varied as the

multiplier width is changed.
implementation. A much more efficient approach is to perform

the multiplication and division concurrently by performing &, Reconfigurable Architecture

partial modular reduction during each step of the multiplicationE labl i . the devel ¢ of
algorithm. As a result, intermediate results require only a hergy scalable computing requires the development o

few additional digits (e.g., two additional digits [11]) and théalrchitectures that can be dynamically reconfigured in order to

results can be kept in a redundant form for both operations %IJ)OW the energy consumption per input sample to be varied

there is no need for a time-consuming CPA. This leads toWallth respect to the quality. For the QRG, quality refers to the

much more efficient implementation, a fact that is reflected I(thers security, which is equivalent to the amount of time

the predominant use of concurrent algorithms for performinrg?qUIred to factor the-bit modulus

high-speed modular multiplication [11]-[13]. Note that perfor- Security ~ 0(61.701n1/3[1n(n/ log 6)12/3)_ (4)

mance optimizations used in conventional modular multipliers

for RSA-based encryption schemes are not applicable to tHence, security is a subexponential function of modulus width.

QRG as the high overhead costs associated with commpiie energy consumption of the QRG varies with the number of

techniques such as Montgomery multiplication [14] cannot brations that must be performed, the width of the multiplier,

amortized efficiently in the QRG. and the operating supply voltage. Assuming the supply voltage
Given the iterative nature of concurrent modular multiplicas optimized for the multiplier width, and using a simple first-

tion algorithms (operand sizes on the order of 512 bits precludeder delay model where delays scale inversely with supply

the use of array implementations), the multiplier's performane®ltage, the energy scales according to the relationship

is dictated by two factors: the number of iterations and the 4

cycle time of each iteration. The number of iterations required Energy ~ 0<”73> ~ O(n*) (5)

to perform amn-bit modular multiplication isz/ log r, where [log n]

r is the radix of the multiplication. Hence, the multiplicationyhich is a polynomial function of the modulus width.

can be sped up by using a higher radix algorithm. However, providing this energy/security scalability requires the de-

for radices above four, multiples of the modulus must bgslopment of a scalable architecture that can dynamically

precomputed and stored. The resulting overhead and adéconfigure the width of the QRG to vary from 64 to 512 bits in

tional circuit complexity can offset any benefits of utilizings4-bit increments. The scalable nature of the architecture can

the higher radix. The cycle time of the multiplier can bge exploited in future implementations to extend the processor

significantly reduced by the use of a redundant representatieniarger widths with a minimal amount of effort, making it

that eliminates carry propagation chains. However, the cqgirticularly well suited to increasing security demands.

of using a redundant representation is that at some pointFig. 4 shows the architecture of the QRG. The main portion

the result must be converted into a nonredundant binagfthe processor is the multiplier data path, which is composed

representation, which will require a CPA. To maintain highf eight 64-bit blocks that can be enabled/disabled depending

performance, this CPA must be performed in such a way asda the current width requirements of the algorithm. The

remove it from the critical path of the multiplier. control for the QRG is done through the use of a global
A modular multiplication algorithm based on Takagi’s itersequencer that partitions the control logic in such a way

ated radix-4 modular multiplication algorithm [11] was useds to facilitate dynamic reconfigurability by minimizing the

in the processor. The algorithm (Fig. 3) performs the operati@verhead incurred. The sequencer also serves as the I/O

X - Y modN using a conventional iterated approach. Duringnterface to the processor.

each iteration, two digits of th& operand are recoded into The use of a redundant representation typically requires

a radix-4 digitY;, which is then used to selest2, =1, or0 a time-consuming conversion operation between the internal

times theX operand and add it to the previous resitf(;) to redundant representation and the external nonredundant binary

generate the intermediate restlf. The eight most significant representation. However, only the least significki{log N

digits of B; are used to approximate its value and generabits of each result are required. The output converter circuit

Fig. 3. Modular multiplication algorithm.



1802 IEEE JOURNAL OF SOLID-STATE CIRCUITS, VOL. 33, NO. 11, NOVEMBER 1998

Shut Down Control I I Y; comp; |Yj-l écompj-ll | Y;

Y.
j J-1
Width l * l‘_Tcrit_’l comp compj_ll
Global Sequencer & 1/0 Interfacel :> > T, |<_
_[ I crif
‘ W Y b Y; P;
Y<2j+1:2§> El c O EI El O El O EI
Y: il T.. T..
Recdde Helzla ez |ele]s e T —— e Teru —1
i lzlslslslsle g s @
] < < < ] ] < <
R; N EEEEHE S
G Elsl5lE5|5|E)8]E N <dil>
Select = slalelalals]a = p— -
i se .
py |p; |P, |2 [P, |Ps |6 | Py R<7:0> %ng _?_, ¢
) 4 y y y y 2
Width Output Selector/Converter (6-N)mgp<4:0> ; : D;
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Fig. 4. Architecture of the QRG. Fig. 6. Critical path reduction techniques. (a) Pipelining Yheecoder. (b)
Parallelizing the quotient estimate.
Sign Detector
MultDone — . L .
One way to reduce the critical path of the multiplier is to
El._ exploit any parallelism in the algorithm to overlap portions
of the computation through the use of pipelining. In the
modular multiplication algorithm used, the recoding of the
next iteration’s radix-4" digit (Y;—1) can be overlapped with
the current iteration by pipelining th& recoding circuitr
P;<8:0>- Redundant . Yy PIP g 9 y
: to [Fig 6(a)].
Py<8:0> Binary Residue The critical path can also be reduced by accelerating the
Width determination of the quotient estimat&. A naive approach
to computeC; requires three time-consuming carry-propagate
N<8:0>

additions. A much more time-efficient approach takes advan-
Fig. 5. Block diagram of QRG output converter. tage of the fact that only the signs of these intermediate
results are required. Hence, a fast carry lookahead-based sign

. o i ) . generator circuit can be used to generate these sign bits in
(Fig. 5) uses the width input to determine which digits of thﬁarallel [Fig. 6(b)].

result are required and uses multiplexors to gate these digit sing these techniques, the critical path of the multiplier

into the output converter. These digits are converted into\,\;xéls reduced by 27%, allowing the supply voltage to be
binary format using a 9-bit carry select adder. The result of thigy,ced from 2.9 to 2t5 V, for a total energy reduction of

conversion can be in the rangeV/2 < P < N/2,and asign- 539
detection circuit is required to determine if a correction factor
(i.e., the nine least significant bits (LSB’s) of the modulus _
N) is required. The sign detection circuit utilizes a treeB: Cl0Ck Gating and Shutdown
based topology that features matched delay paths in order t&lock gating is used extensively within the processor to
minimize spurious transitions and delays. The converter is ordisable unused portions of the circuitry in order to minimize
enabled when a result is waiting to be converted in order the switched capacitance. The enabling/disabling of unused
further minimize spurious transitions. data paths occurs during the multiplier setup phase as the width
of the QRG is varied. In addition, the power control block also
disables portions of the circuitry as the multiplication is being
performed. This intramultiplication power control occurs in
Several architectural and circuit techniques were used tff Parallelization and systematic shutdown of ¥heperand
order to minimize the energy consumption of the processo@h'ﬂ r_eglster that is distributed throughout the data path and
used in the recoding of th¥ operand.
) _ First, the shift register is parallelized four ways in order to
A. Concurrency-Driven Voltage Scaling reduce its clock rate t@,u; /2 from 2 - fiue, which reduces
Reducing the supply voltage reduces the energy consuntipe switched capacitance and thus the power by a factor of four
tion quadratically [15]. Unfortunately, propagation delays in16]. The shift register is then partitioned inta segments.
crease as supply voltages are reduced, leading to a degradafitren the least significant digit of tié operand shifts out of
in overall performance. However, by reducing the critical path segment, the segment no longer contains useful information
of the multiplier, the supply voltage can be lowered while stihnd may be disabled by gating the clock to each of the
maintaining the initial clock rate, and hence performance. segment’s registers. Hence, the shift register is systematically

IV. ENERGY-REDUCTION TECHNIQUES
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512/m digits per segment Y Shift Regis ter P;=R; - 4N.C;
ing— a I .- msegmenls—)l _
el -Ndf('-“k_ Yojur |_.| : I__> i Ry~ 4Py T XV,
N B m .- Y2j X Select N Select
en; H et e e en: + 4N ——> +
ing SR I - f X =] Adder #1 Adder #2
_»qm.; |  mbvitsR e +128/m] Y >
SR - Dp; P
D, iy
(@
1
&
g 0.9 . . H
= 0.8 H H
= g -+ L
. P, (K : 000
= : :
£
E 0.6 1 Fig. 8. Block diagram of self-timed gating of the data path.
035031 22 27 2 27 26 77 o8
Number of Segments critical path of the multiplier and tapping it at the points
(b) corresponding to the generation of ti& and C; values.

Fig. 7. Switched capacitance reduction of fieoperand shift register. This technique succeeded in reducing the switched capacitance
of the multiplier by 20% (including the overhead of the

shut down as the multiplication progresses [Fig. 7(a)]. Idea"gilay chain, gating signal distribution, and tristate buffers) as

each segment should contain only a single digit so that t e.asur.ed from extracted layout using the Powermill power-
minimum number of registers are clocked on any given cycl%.Stlrnatlon tool [18].
However, the overhead of the enable signal generation and. . .
distribution grows quadratically with the number of signalé?' Variable Supply Techniques
offsetting the benefits of having a large number of segments Further energy reduction can be achieved using aggressive
We can formulate an expression for the total number of registaltage-supply scaling techniques that take advantage of the
bits clocked during a giver-bit multiplication by usingm- time-varying data rates and quality requirements found in
way segmentation wireless applications. In a conventional fixed-supply system,
el ) when the computation workload (i.e., the normalized amount
#bits = 92 Z (n _ ﬁi) ) (i) +m? = n° m+1 +m2 of computation per multiplication) is low, due to a reduced
— m 2m 2 m data rate or quality of service, the processor will compute
(6) as fast as possible and then idle for some fraction of the
where the factor of two accounts for the fact that eacdample period. Hence, the energy consumption is a linear
redundant digit requires 2 bits of storage. Simulations hafnction of the normalized workload per input sample as
determined that the optimum number of segments is 32, whittfe number of operations being performed is reduced. In
approximately halved the average switched capacitance of thevariable-supply system, the reduced workload allows the
Y shift register [Fig. 7(b)]. The net effect of these techniquesipply voltage and clock frequency to be reduced while still
reduced the switched capacitance of thie operand shift maintaining the required computational throughput. Thus, the

register by a factor of eight. energy is reduced relative to a fixed supply system as both the
number of operations and the voltage at which they are being
C. Self-Timed Gating performed are reduced.

A major source of unnecessary switched capacitance in

arithmetic circuits is due to spurious transitions that occur V. VARIABLE-OUTPUT DC/DC CONVERTER

because of glitch propagation within the data path. With a The converter operates in a closed-loop voltage-regulated
data-path width of up to 512 bits, these spurious transitionenfiguration (Fig. 2), with the converter and QRG coupled

can add up to a significant amount of wasted energy. One wiiyough an external LUT that translates the time-varying

we have reduced these spurious transitions is by eliminatisgcurity and throughput requirements into a digital word

glitch-generating carry propagation chains altogether througdpresenting the required supply voltage. Fig. 9 shows the
the use of redundant representations. Another approach uskxtk diagram of the converter. The current output voltage
in our processor utilizes a self-timed gating approach simil@¥,.;) is sensed using an internal 7-bit analog-to-digital (A/D)

to that used in memory design [17] to partition each multconverter, and the resulting digital word is compared to the
plier iteration into three distinct phaseB; computation,C; value programmed to reflect the desired supply voltage. The
computation, and”; computation (Fig. 8). Tristate buffers areresulting error term is then scaled in an array multiplier

inserted between each of these phases to serve as bargtage and subtracted from the previous iteration’s duty-cycle
that prevent glitches from propagating into the next phasemmand to produce the next duty-cycle command. The
of the computation. The buffer enable signals are generataternal representation of the duty cycle is 12 bits, and the ten
by passing the clock through a delay line that models tmeost significant bits (MSB’s) are passed to the pulse-width
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locked loop (DLL) so that the output of thgh delay element
occursk/2™th of the way through the switching interval. The
delay-matching network is used to offset the propagation delay
of the multiplexor. The disadvantage of this approach is that

Desired ""Wf&b'.'ff:’ it requires a2"*-to-1 multiplexor in order to gate the required
Voltage 2 oo e delay-line tap to the reset input of the output flip-flop, which
Fig. 9. DC/DC converter top-level architecture. can require substantial area asincreases.
The approach used in this design is a hybrid of the delay-
Pgyiteh line and counter-based approaches. The PWM generator
L LoadData S [Fig. 11(a)] consists of a 32 stage delay line configured as
Duty @ 1 Q> EWM  a ring oscillator that is phase locked to a reference clock
L —f>{Data  Out]: D Q»|r utpu - X X
Cyele : (Prer)- A programmable divider allows the ring oscillator
Cotpown | zero derector L frequency to be set two to 32 time; faster tha.n.the refgrence
Jast counter frequency. The taps of the delay line then divide the input
2" D gitch clock period into between 64 and 1024 equal increments
(@) using a 32-to-1 multiplexor. The PWM output is generated by
setting the output flip-flop on the rising edge®f rr and then
resetting the flip-flop when the ring oscillator pulse arrives at
S the kth tap of the delay line selected by the multiplexor for the
@swi.ch——DTDT —DTD‘I' ) Q—»}’)‘u’vtgflt nth time, where: andr are specified using the five LSB’s and
Duty " — - R five MSB'’s of the duty-cycle command word, respectively.
Cycle 1 - 'm'lMI"mplem / The delay line con};aixs 32 variable delay eIeFr)nents, ):each
®) consisting of a current-starved buffer, divided into four eight-

buffer segments [Fig. 11(b)]. Postcharge logic [21] is used to
Fig. 10. PWM generator architectures. (a) Fast-clocked counter approaﬁlpatch Ieading—edge and faIIing-edge propagation times and
(b) Pure delay-line approach. . . .
allows a ring oscillator to be created with an even number of
stages. The delay of the delay line is controlled by adjusting
modulation (PWM) stage to create the output. This conhe gate signals on starvation-type NMOS devices, which
pensation network forms a variable-gain integral controlleggntrols the speed of the positive going edge at the output
The sample rate of this controller is fully programmable buf each buffer. The control-node voltage is controlled through
ultimately limited by the conversion rate of the A/D, whichy phase-locked loop (PLL) using a charge pump. The biasing
was designed to be 100 ksamples/s. for the charge pump is generated on-chip with a low voltage
The output stage is that of a down converter with syfnodified 100-nA MOS Widlar current source that uses MOS
chronous rectification. Wide lateral NMOS and PMOS deVicqﬁviceS Operating in Subthreshold (F|g 12) The Compensation
are used for the power switches. network of the PLL is also implemented on-chip using poly-
poly capacitors and a poly resistor.
A. PWM Generator The hybrid approach used in our processor provides consid-
The variable DC/DC converter utilizes a very power- anglrable advantages over both of the aforementioned approaches.
area-efficient hybrid delay-line/counter-based approach to g using a delay line, the circuit can be clocked at a much
erate the required PWM signal for the output power switchdgwer rate than in the fast-clocked counter approach, resulting
Previous proposals for generating a PWM signal from a digitél @ 32< reduction in power in this implementation. This
command word used either fast-clocked counters [19] or a p@@ables us to achieve significantly higher efficiencies at low
delay-line-based approach [20]. load power levels. The use of the counter enables the size of
Fast-clocked counters partition the switching interval intthe delay line to be reduced so that the width requirements
2™ subintervals using am-bit down counter and zero detectorof the selection multiplexor can be reduced by a factor of
[Fig. 10(a)]. At the beginning of each switching interval€ight relative to the pure delay-line implementation (assuming
the output flip-flop is set and the counter is loaded witRS56 taps). This yields a> reduction in area relative to the
the duty-cycle command word. The counter counts down €glay-line-based PWM circuit.
zero, at which point the flip-flop is reset. Unfortunately, the
counter clock frequency 2™ times the switching frequency,
which implies high power dissipation (on the order of severd: A/D Converter
milliwatts) and thus low efficiencies under low output power The A/D converter is a 100-ksamples/s, 7-bit, charge-
conditions. redistribution converter. The advantage of a charge redistri-
A pure delay-line-based approach [Fig. 10(b)] partitions tHaution converter for low-power applications is that it can
switching interval into2™ subintervals using a tapped-delaype implemented without amplifiers, which would typically
line containing 2™ variable delay elements (e.g., currenteause significant static currents to be dissipated. A dynamic
starved inverters). The total delay of the line is made equal¢omparator (Fig. 13) was utilized to compare the capacitor
the switching interval of the supply through the use of a delagfray voltage to an external analog reference at each stage
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Fig. 11. (a) PWM generator block diagram. (b) PWM generator delay line.
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Fig. 12. Low-voltage modified Widlar current source and PLL charge pump (dimensions in micrometers).

of the conversion. The dynamic comparator dissipates povtera maximum of 134 mW. The drop-off in efficiency at low

only during evaluations and requires no external biasing nétads is due to the fixed overhead of the switching losses in the
works. The capacitor array utilizes common centroid layowutput power switches, which were optimized for loads on the
to improve capacitor matching, and there are two rows aodder of 100 mW. However, the converter was designed with
columns of dummy devices on the perimeter of the array the ability to operate multiple outputs using the same control
enhance matching further. Due to the relatively low resolutiatircuitry. Hence, at light loads, the efficiency can be improved
of the converter, unit capacitor sizing was rather aggrelsy using a second set of switches optimized for loads on the
sive; a 10x 10 pm poly-poly capacitor giving 47 fF of order of 1 mW. Efficiencies of 90% have been measured at

capacitance. loads on the order of hundreds of microwatts using a separate
stand-alone implementation of the converter that utilizes this
approach.

C. Performance In comparison to a recently reported embedded converter

Table | summarizes the characteristics of the converf@2], our implementation achieves higher efficiencies at all
controller under two different configurations. The efficiencpower loads of interest for our application (e.g., 95% versus
of the converter is shown in Fig. 14 for a variety of loads up-80% @ 100 mW and 80% versusd0% @10 mW).
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Fig. 13. Dynamic comparator (dimensions in micrometers).

TABLE | TABLE 1
SUMMARY OF EMBEDDED DC/DC CONVERTER PERFORMANCE PROCESSDETAILS FOR THE ENCRYPTION PROCESSOR
A/D INL +0.5 LSB Dimensions 6.2mm x 7mim
A/D DNL || +0.3,-0.4 LSB Device Count (QRG) 260k
# of taps 1024 Device Count (DC/DC Converter) 8k
Switching Frequency 500kHz Process 0.6m DPDM
Min. Supply Voltage 2.05V PMOS Threshold Voltage Vip = -0.88V
PLL & Logic Current 199.3uA NMOS Threshold Voltage Viv = 0.75V
Analog Circuits Current 1.5uA
# of taps 256
Switching Frequency 500kH2 i 4
Min. Supply Voltage 1.35V
PLL & Logi 2.8uA L - t
ogic Current 42.811 1 e e . T
Analog Circuits Current 1.5pA + i Ly
Inductor Value 440pH E
Capacitor Value 0.22pF e B Bit E|
Output Ripple (fswitcn > 500kH 2} 40mV £ n Eﬂtﬁpﬂth |.:
1
£
100 r
: 0o 0 ©0 O O
..... DOQ.,P.‘.’?....E........E..... sepeeseees o
80 |--g¥--eaeennanne Seceeaas IR Seeeeenen Leenens .
o seeequecncane eseaace teccsens Seesesnen aamanan
E ol - :
~. 60 fOrenenadeanenes foereees fonseens g oone CRRLEED - . ]
2 © : R e demeecens feeeeees : utprt
g YT ; : : : ; Converter
2 40P drereenss poeeeses foeeeess froeeeees pereses : — T
m ------ l: -------- ? ------- E ------- ‘: -------- :t ------- 1;'
20F------ KPR LR Teemnann Jecamenne U, . l
: : : : : = 7.6 mm -|
------- J.----..-.:-..-----e.------J.----o...:.......-
ot - 1 - . - Fig. 15. Microphotograph of encryption processor.
0 50 100 150 9 photograp fyption p
Load (mW)
Fig. 14. Efficiency of embedded DC/DC converter. structures used to characterize this prototype implementation

that could be eliminated in future implementations.

The encryption processor has been tested at all possible
widths, at a variety of rates and supply voltages, and has been
The encryption processor was implemented using a stand@stind to be fully functional. At its maximum operating speed
static CMOS design style in a 0/6n double-poly double- and width, the QRG circuit operates at a supply voltage of 2.5
metal process. Process details are given in Table Il. Fig. $5and dissipates 134 nJ per output bit at a rate of 1 Mb/s. This
shows a microphotograph of the processor with several s@@plies a maximum power consumption of 134 mW (140 mwW
tions highlighted, and Fig. 16 shows a close-up view of thigthe power consumption of the DC/DC converter is included).
embedded converter. The size of the converter is somewhaEnergy scalability can be seen in Fig. 17, which shows the
misleading, as a large portion of its circuitry is dedicated to tesftfects of both shutting down unused data paths (fixed supply)

VI. | MPLEMENTATION AND EXPERIMENTAL RESULTS
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6 Length, S i g e ]
Ch1 10,0V Ch2 " 10.0V & M S00us Cha"F 250V
250mvV &
5 -8 512-bit 1 Fig. 20. Dynamic performance of embedded DC/DC converter.
2 =&~ 384-bit
g4 -w- 256-bit
g Fig. 19 demonstrates how the energy to produce a key-
T3 stream bit of the processor varies as a function of the security
& that is being provided. As expected, the ratio of security to
) energy increases exponentially as the width of the processor
is increased.
P P S - The system performance of the embedded DC/DC converter
0.1 62 03 04 05 06 07 0.8 09 1 is shown in Fig. 20. The figure shows how the converter
Throughput (Mb/s) reacts to changing quality requirements (as indicated by the

bottom two traces). The 90% settling time of the output is
approximately 100us.

i . .. In comparison to a software implementation running on
and varying the supply voltage to compensate for the Va”at'ogslow-power 32-bit embedded processor (e.g., StrongARM

in computation as the width of the QRG is varied from 51g,3)) " is estimated that our hardware implementation is
down to 64 bits at a key-stream rate of 1 Mb/s. The somewr'?}]ékrér
i

Fig. 18. Energy reduction for varying QRG width and throughput.

. . roximately 100 times more energy efficient. If differences
unusual shape arises because the operating frequency ofiffig,cess technologies used to implement the StrongARM and
QRG is a very nonlinear function of the QRG width

the encryption processor are taken into account, the energy-

_ [log N1/244 efficiency ratio approaches 1000.

Jorg = —V—————7 X fpaTa. (7)

|log log N |
Fig. 17 also demonstrates the benefits of using a variable
supply voltage relative to a fixed supply—the energy reduction Despite the variety of energy-reduction techniques used dur-
due to the variable supply varies betweer At a width ing the course of the design, there may still be ultralow power
of 512 bits to 3.& at a width of 64 bits. When variationsapplications (e.g., a wireless video sensor or communication
in throughput are taken into consideration, the savings cdavice) for which the power requirements of the processor
increase up to a factor of 5.33at a rate of 100 kb/s (Fig. 18). may be prohibitively high. In such an application, the allotted

VII. HYBRID SYSTEM
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prrmenmeneeieoees : prrmnrereneseees ! Data for energy reduction using variable voltage supply techniques.

: ; Stream This requires the development of embedded high-efficiency
SHigl'x ;;?::i% ];[E)V\ier . . variable output power supplies tha_lt dynamically vary th_e_
Cefl‘)‘;gry ———ip ECi;)cllnil:t : DRl system supply voltage to §at|sfy a given performance s_pec_lfl-
(QRG) T okey (LFSR) : cation, as opposed to a given voltage value. The culmination

: : : of our efforts led to the design of a dynamically reconfigurable

: Vop=1V P Vpp-lvo encryption processor that is two to three orders of magnitude
. fax 30 ke Lo S more energy efficient and has an order of magnitude better per-
Log(ﬁ;elgt;l/gwy "ig‘('lFl{f;}/‘;;“cy formance than the lowest powered general-purpose processor

executing an equivalent software program.
Fig. 21. Proposed hybrid encryption system block diagram.
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